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Unclonable Bit

Correctness:  Vm,Vk, Decy(pmi)E


https://hotpot.ai/art-generator

Unclonable Bit

e Rule: The malicious team (P, B, C) wins
iff. mg = mc =m.

e Def (Security): The encryption scheme
(m, k) — pm,i is said weakly secure if we
always have:
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where lim f(\) = 0, and where X is the
security parameter. It is strongly secure if
f(A) = negl(X).

e Open Question (Broadbent-Lord'20): Is

there an encryption scheme (m, k) — pm k
that is both correct and strongly secure?

]P’((P,B,C) win) < TN,
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Candidate Scheme

Let k € {1,..,K}. We construct a family {I'1,..., [k} of Hermitian unitaries that
pairwise anti-commute. If K even, consider:

M= x®0-1 gy /®(%—j) and rﬁﬂ =X g7z /®(%—J’),
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for any j € {1,.., K}. If K odd, add X®"7".

Candidate Scheme

For m e {0,1} and k € {1, .., K}, consider:

2 g+ (1) T
Pmk ‘= d —2 .




Security of the Candidate Scheme

Consider Wi (Ui, .., Ux) := zle(rk(guk@

/+rk®/®uk+/®uk®uk). If we have

the following operator norm inequality for all
Hermitian unitaries Uy, .., Uk:

HWK(Ul,..,UK) < K+2VK, (1)

op
then, the scheme is weakly secure:

1 1
]P’((P, B, C) win the game) < 5 P ==

2VK

Using sum-of-squares methods,
equation (1) is valid for small key
sizes (K < 7).

Remark. Equation (1) is also numerically
confirmed for K < 17 (NPA level-2 algo-
rithm) and K < 18 (Seesaw algorithm).

e We proved the weak security for small K.
e The weak security was recently extended
to any K [Bhattacharyya—Culf'25].
e The strong security is still open.




Thank you!
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